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Takeaways From EEOC Guidance on Use of 
AI In Hiring & Employment Decisions 
Following the announcement of its “Initiative on Artificial Intelligence and Algorithmic 
Fairness” (“AI Initiative”) in late 2021, the U.S. Equal Employment Opportunity 
Commission (“EEOC”) recently issued extensive guidance designed to educate 
employers on how to avoid violating the Americans with Disabilities Act (“ADA”) 
when using artificial intelligence (“AI”) to assess job candidates and employees. 
In so doing, the EEOC provides a detailed discussion of the primary ways in 
which the use of algorithmic decision-making (“ADM”) tools can result in disability 
discrimination, while also offering several “promising practices” that employers can 
implement to comply with the ADA when leveraging the benefits of AI tools. 

As the EEOC has made clear that policing AI technology will remain a key agency 
focus for the foreseeable future, employers should familiarize themselves with this 
guidance and make sure to implement the EEOC’s recommended best practices 
when using AI and ADM tools to assist in making hiring and other employment-
related decisions. 
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Stay Connected
with TIPS

We encourage you to stay up-to-date on important Section news, TIPS meetings 
and events and important topics in your area of practice by following TIPS on 
Twitter @ABATIPS, joining our groups on LinkedIn, following us on Instagram, 
and visiting our YouTube page! In addition, you can easily connect with TIPS 
substantive committees on these various social media outlets by clicking on any 
of the links.

Connect with 
Cybersecurity and 
Data Privacy  
website
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Canada Reforms Its Data Privacy Laws 
Through Enactment of Quebec Bill 64
In September 2021, Quebec Bill 64, An Act to modernize legislative provisions 
as regards the protection of personal information, was unanimously adopted by 
lawmakers in the province. With a three-year phased implementation beginning on 
September 22, 2022, the new Quebec law aims to reform privacy laws in Canada 
by amending existing privacy laws and adding other requirements concerning 
public bodies and private enterprises handling personal information focusing on 
accountability in the use of personal information. Similar to existing data privacy 
laws like the federal Personal Information Protection and Electronic Documents 
Act (PIPEDA) and the General Data Protection Regulation (GDPR), Quebec Bill 64 
adds numerous additional requirements, such as data privacy impact assessments, 
clarifications on the collection of consent, and individual data privacy rights in the 
public and private sector.

While several Canadian provinces are considering reforming their privacy laws, 
there have been no discussions of reformation to privacy laws at the federal level. 
As more provinces begin to reform their privacy laws, however, federal reformation 
may soon follow.

Quebec Bill 64 amends and clarifies the following, among others:

Effective as of September 22, 2022:

• Breach Reporting. Organizations must notify the Commission d’accès à
l’information (CAI) and individuals regarding “confidentiality incidents” or
unauthorized access to personal information that present a “risk of serious
injury” to the individual, which is evaluated under the “real risk of significant
harm” factors in PIPEDA. Organizations must also keep a register of all
breaches, which must be sent to the CAI upon request. A government
regulation may determine the content of the register.

• Data Protection Officer. Organizations must designate an employee
responsible for complying with data privacy laws and publish the name,
title, and contact information of the individual on their website.

Effective on September 22, 2023:

• Individual Rights. Individuals will have a right to demand de-indexing and
data portability from organizations. Similar to the “right to be forgotten”
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FTC Signals Intent to Increase Regulation 
Over AI Tools in Recent Report to Congress
In June 2022, the Federal Trade Commission (“FTC”) issued a report to Congress 
(the “Report”), as directed by Congress in the 2021 Appropriations Act, regarding 
the use of artificial intelligence (“AI”) to combat online problems such as scams, 
deepfakes, and fake reviews, as well as other more serious harms, such as child 
sexual exploitation and incitement of violence. While the Report is specific in its 
purview—addressing the use of AI to combat online harms—the FTC also utilized 
the Report as an opportunity to signal its positions on AI and its intent to increase 
its focus on policing the improper use of algorithmic decision-making tools in the 
immediate future. 

Background on Congress’s Request & the FTC’s Report
The Report was issued by the FTC at the request of Congress, which—through 
the 2021 Appropriations Act—had directed the FTC to study and report on whether 
and how AI may be used to identify, remove, or take any other appropriate action 
necessary to address a wide variety of specified “online harms.” The Report itself, 
while spending a significant amount of time addressing the prescribed online 
harms and offering recommendations regarding the use of AI to combat the same, 
also devotes a significant amount of attention to signaling the agency’s thoughts 
on AI more broadly. In so doing, the FTC raises a range of concerns that, among 
other things, AI tools can be inaccurate, biased, and discriminatory by design, 
and can also incentivize relying on increasingly invasive forms of commercial 
surveillance—both of which, perhaps not coincidentally, are significant topics 
of interest discussed throughout the Advanced Notice of Proposed Rulemaking 
(“ANPR”) issued by the FTC in mid-August of this year, which lays the groundwork 
for potential agency rulemaking to crack down on harmful commercial surveillance 
and lax data security practices. 

While the FTC’s discussion of these issues focuses predominantly on the use of AI in 
the context of combatting online harms through the development of policy initiatives, 
these areas of interest identified by the agency apply with equal force to the use 
of AI in the private sector. Thus, it is reasonable to posit that the FTC will focus its 
investigative and enforcement efforts on these same concerns in connection with the 
use of AI by companies that fall under the FTC’s jurisdiction. Companies employing 
AI technologies more broadly should pay attention to the Agency’s forthcoming 
rulemaking efforts—which officially commenced with the FTC’s August 2022 ANPR 
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Cutting-Edge Insurance Coverage for Privacy 
and Network Security Concerns
Introduction
Organizations of all types and sizes and across all industry sectors face a seemingly 
endless stream of data breaches and other severe cybersecurity and data-privacy-
related incidents. In addition, recent years have seen dramatically heightened 
regulatory scrutiny and remarkable proliferation and expansion of data privacy 
and protection laws, including the European General Data Protection Regulation 
(GDPR), the California Consumer Privacy Act (CCPA), and the Illinois Biometric 
Information Privacy Act (BIPA), among others, as well as evolving, serious 
cybersecurity threats, such cyber extortion and ransomware. Indeed, ransomware 
has recently emerged as a significant threat to organizations. Coalition’s newly-
released H1 2020 Cyber Insurance Claims Report finds that the average ransom 
demand amongst policyholders increased 100 percent from 2019 through the first 
quarter of 2020 and increased another 47 percent from Q1 to Q2 2020 during the 
beginning of the COVID-19 pandemic. 

In the wake of an incident of any consequence, an organization faces myriad 
different forms of losses and liabilities. An organization may face class action 
litigation, shareholder litigation, and regulatory investigations, for example, 
together with the first-party costs associated with forensic investigations and crisis 
management costs related to the notification of persons whose information may 
have been compromised, credit monitoring, call center services, public relations 
expenses, and other event management activities. In addition, organizations may 
face substantial first-party losses associated with reputational injury and damage to 
the brand in the wake of a severe incident and substantial business income losses 
if an event disrupts normal day-to-day business operations. Ransomware incidents, 
for example, frequently entail very significant interruptions to ongoing daily business 
activities, and recovering can be time-consuming and challenging – even where 
backups are maintained and available. 

Even if an organization’s systems are not compromised, the organization may suffer 
significant business losses if an incident affects a key vendor, cloud provider, or 
other key parties in the organization’s product and service supply chain. Also at 
stake are the organization’s digital assets, which in some cases may eclipse the 
value of the organization’s other property. 
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Cyber Insurance and the Financial Services 
Industry
In 2022, the American Bar Association’s Tort Trial and Insurance Practice Section’s 
Cybersecurity and Data Privacy Committee published, “A Practical Guide to Cyber 
Insurance for Businesses,” which provides both an overview of the history and basics 
of cyber insurance, as well as industry-specific analyses.  This article summarizes 
Chapter Sixteen, “The Financial Services Industry.1”

While there may be different interpretations regarding the scope of entities that fall 
within the definition of “financial services,” we utilized the definition contained in 
the New York Department of Financial Services Cybersecurity Regulation (“NYDFS 
Cyber Reg”)2, which includes companies subject to New York’s 1) insurance laws, 
2) banking laws, and 3) financial services laws.3  Financial services providers 
face increasing exposure to cyber attacks because the types of information these 
companies collect and use to provide services to their business and personal 
customers is of high value.

A. Summary of the State of Cyber Risks in the Financial 
Services Industry

Financial services companies were one of the first focuses of the insurance industry 
when it began writing policies directed at cyber risks.  Attacks on financial services 
companies continue to occur with greater frequency. Each year, for the last number 
of years, the law firm of BakerHostetler4 has put out an annual data security incident 
response report.  The report includes an industries affected section.5  For 2019 data, 
“Finance & Insurance” was listed as the third most affected industry, with 16% of the 
2019 incidents impacting that industry.6  One reason this industry is vulnerable is 
the type of information that the organizations collect.  If someone signs up for a loan 
or opens a bank account, information such as the person’s social security number, 
drivers’ license number, and other sensitive information is collected.  Financial 
advisors and tax preparation companies often have financial account numbers, tax 
information including social security numbers, and other sensitive types of data.  For 
insurance companies, depending on the type of policy procured, the organization 
collects additional information, such as driving records, personal health information 
including medication information.  

This type of sensitive data and information is not easily changed or cancelled.  
Financial services companies “operate large, mission-critical networks that process 
seemingly endless volumes of sensitive information.”7 Due to the COVID-19 
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Read more on page 24 
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FTC to Focus Efforts on Policing Improper 
Negative Option Marketing Practices
“Dark patterns”—methods used by websites and apps to subtly subvert or impair 
consumer choice or decision-making, and often used to deceive consumers 
into signing up for subscription services—have become a major focus of privacy 
regulation at both the federal and state levels.  

Recently, the Federal Trade Commission (“FTC”) provided unambiguous, advanced 
warning that it will be ramping up enforcement against illegal dark patterns that trick 
or trap consumers into subscriptions. According to the FTC, “[f]irms that deploy dark 
patterns and other dirty tricks should take notice” that they will face legal action if 
they fail to provide clear, up-front information during the sign-up process, obtain 
consumers’ informed consent, and make cancellation easy. 

As part of these efforts, the FTC issued a new Enforcement Policy Statement 
Regarding Negative Option Marketing (“Policy Statement”) which foreshadows 
the agency’s specific focus on policing improper negative option marketing—a 
particularly popular marketing method that also carries with it a checkered history of 
employing dark patterns to trick consumers into subscription services. Businesses 
that employ negative option marketing practices should familiarize themselves with 
FTC’s Policy Statement and, in particular, the practical guidance provided by the 
Commission. At the same time, companies should also review their current negative 
option tactics and make adjustments to their practices to align themselves with the 
compliance roadmap offered in the recently-issued Policy Statement. 

Background: Negative Option Marketing & The Law
Negative option arrangements come in many forms—including automatic renewals, 
continuity plans, free-to-pay or fee-to-pay conversions, and prenotification plans—
but all share a central feature: each contains a term or condition under which the 
seller may interpret a consumer’s silence or failure to take affirmative action as 
acceptance or continuing acceptance of an offer. 

Unfair or deceptive negative option practices have remained a persistent source of 
consumer harm, often saddling shoppers with recurring payments for products and 
services they did not intend to purchase or did not want to continue to purchase. 
To address this problem, the FTC (and states) regularly bring cases challenging 
a variety of harmful negative option practices, including inadequate disclosures of 
hidden charges, enrollment without consumer consent, and inadequate cancellation 
and refund procedures. 
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The FTC’s enforcement actions pertaining to negative option marketing rely 
primarily on Section 5 of the Federal Trade Commission Act of 1914 (“FTC Act”), 
the Restore Online Shoppers’ Confidence Act (“ROSCA”), and the Telemarketing 
Sales Rule. In addition, the Rule on the Use of Prenotification Negative Option 
Plans, the Electronic Fund Transfer Act (“EFTA”), and the Postal Reorganization 
Act (i.e., the Unordered Merchandise Statute) also address various aspects of 
negative option marketing. 

The FTC’s Enforcement Policy Statement Regarding Negative 
Option Marketing 
The agency’s recently-issued Policy Statement is intended to provide guidance 
regarding the FTC’s anticipated enforcement of improper negative option marketing 
practices and to help marketers in their compliance efforts by better understanding 
how the FTC enforces the law. In particular, the FTC offers a useful review of the 
four basic requirements that negative option marketing must follow to comply with 
Section 5 of the FTC Act:

• first, marketers must clearly and conspicuously disclose the material terms 
of a negative option offer;

• second, marketers must disclose these material terms before consumers 
agree to the purchase; 

• third, marketers must obtain consumers’ express consent for such offers; 
and

• fourth, marketers must avoid creating unreasonable barriers to cancellation 
or impeding on the effective operation of promised cancellation procedures, 
and must honor cancellation requests that comply with such procedures. 

In addition, the Policy Statement also provides a reminder that to comply with 
ROSCA, marketers that charge or attempt to charge consumers for goods or 
services sold on the Internet through any negative option feature must: 

• clearly and conspicuously disclose all material terms of the transaction 
before obtaining the consumer’s billing information; 

• obtain the consumer’s informed express consent before changing the 
consumer’s account; and

• provide simple mechanisms for the consumer to stop any recurring charges. 
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At the same time, under ROSCA all post-transaction, third-party marketers that 
provide offers during or immediately following a transaction with an initial merchant 
must clearly and conspicuously disclose the offer’s material terms and receive the 
consumer’s express informed consent (including requiring the consumer to perform 
an additional affirmative action indicating consent) before charging or attempting to 
charge the consumer. 

Practical Compliance Tips 
Companies looking to mitigate the likelihood of finding themselves on the receiving 
end of a FTC enforcement action in connection with the use of subscription-based 
negative option marketing practices are well-advised to follow the enforcement 
guidance offered by the FTC in its Policy Statement, which covers three areas 
commonly addressed by the agency in its negative option cases: disclosures, 
consent, and cancelation. 

Specifically, to comply with Section 5 of the FTC Act and ROSCA, businesses 
should adhere to the following practical tips provided by the FTC: 

• Disclosures: Clearly and conspicuously disclose the material terms of any 
transaction. Any express claim or deliberately implied claim is presumed 
to be material. To meet the “clear and conspicuous” standard, offers 
should be difficult to miss (i.e., easily noticeable) or unavoidable and easily 
understandable by ordinary consumers. 

• Consent: Ensure that express informed consent is obtained before charging 
any consumer. This requires obtaining consumers’ “unambiguously 
affirmative” consent to the negative option feature (meaning that a “pre-
checked box” does not constitute affirmative consent) and to the entire 
transaction; obtaining acceptance of the negative option feature separately 
from any other portion of the transaction; avoiding the inclusion of any 
information that interferes with, detracts from, contradicts, or otherwise 
undermines the ability of consumers to provide express informed consent; 
and maintaining the ability to subsequently verify consumers’ consent. 

• Cancellation: Provide a “simple, reasonable means” for consumers to 
cancel their contracts. To meet this standard, cancellation mechanisms 
must be at least as easy to use as the method used by the consumer to 
initiate the negative option feature. Cancellation mechanisms must also be 
available, at a minimum, through the same medium used by the consumer 
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to consent to the negative option feature. Finally, cancellation procedures 
must be “effective,” meaning that the effective operation of cancellation 
procedures must not be impeded and that all cancellation requests made in 
compliance with applicable procedures must be honored.

Conclusion 
With the FTC’s increased focus on negative option marketing practices, companies 
should carefully review and assess all subscription-based negative option marketing 
practices to ensure compliance with the FTC’s enforcement guidance and any 
additional legal requirements or limitations. When employed properly, negative 
option marketing can provide convenience to consumers and a boost to marketers’ 
bottom lines—all with minimal legal liability exposure. 
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Primary Methods of Potential ADA Violations 
The EEOC identifies three primary ways that employers may engage in disability 
discrimination when using ADM tools. 

First, employers may run afoul of the ADA if they fail to provide reasonable 
accommodations necessary for job applicants and employees to be rated fairly 
and accurately by algorithms. For obvious or known disabilities, employers must 
provide a reasonable accommodation if an employee informs the employer that a 
medical condition may make it difficult to take a test or result in an assessment that 
is less acceptable to the employer. For non-obvious medical conditions, employers 
may request supporting medical documentation; importantly, however, if the 
documentation shows that a disability might make a test more difficult or reduce the 
accuracy of an assessment, a reasonable accommodation must be provided unless 
doing so would involve an undue hardship on the part of the employer.

The second way in which employers may violate the ADA is by “screening out” 
individuals with disabilities, which occurs when a disability prevents a job applicant 
or employee from meeting—or lowers their performance on—selection criterion 
and the applicant or employee loses a job opportunity as a result. Screen out can 
occur when using ADM tools if they cause an individual with a disability to receive 
a lower score or an assessment result that is “less acceptable” to the employer. 
This form of disability discrimination can also occur if a person’s disability prevents 
the ADM tool from measuring what it is intended to measure; for example, the use 
of video interviewing software that analyzes speech patterns to evaluate problem 
solving skills may not score an applicant fairly if he or she has a speech impediment.

Third, ADM tools may also violate the ADA if they could be used to identify an 
applicant’s medical condition(s) before the candidate receives a conditional offer 
of employment. 

Finally, the EEOC also cautions employers that they may be held liable for ADA 
violations in connection with their use of ADM tools, even those designed by 
software vendors or other third parties, if those tools discriminate against individuals 
with disabilities. At the same time, employers may also be held liable under the ADA 
for the actions of their agents—including software vendors and other entities—if the 
employer has given the third party authority to act on the employer’s behalf. 

Promising Practices
To manage the risk of accommodation-related ADA violations, the EEOC 
recommends that before the time any ADM tools are used, employers provide 

Takeaways... Continued from page 1



12americanbar.org/tips

Fall 2022Cybersecurity and Data Privacy

notice to job applicants that they will be evaluated using AI and that reasonable 
accommodations are available for disabled individuals. In addition, employers 
should train their staff to recognize and process reasonable accommodation 
requests as quickly as possible and, where necessary, that they are able develop/
obtain an alternative method of assessing job applicants and employees after a 
reasonable accommodation has been requested. Lastly, where ADM tools are 
being administered by testing companies or other third parties, employers should 
ensure that all requests for reasonable accommodations are promptly forwarded to 
the employer for processing. 

To address the risk of screen-out ADA violations, employers should vet and 
investigate software developers before selecting an ADM tool for use in making 
hiring and other employment decisions to determine whether the developer’s tools 
were developed with disabled individuals in mind. These same considerations 
should be taken into account during the design and development process if an 
employer chooses to develop its own ADM tools in-house.

Further, in advance of any assessment utilizing ADM tools, employers should 
provide all individuals undergoing assessment with detailed information regarding 
how the technology functions—including the traits that the algorithm is designed to 
address, the method by which those traits are assessed, and the variables or factors 
that may affect the rating—so that individuals can decide for themselves whether a 
reasonable accommodation may be needed. 

In addition, employers must also mitigate the risk that ADM tools will assign poor 
ratings to individuals who are able to perform the essential functions of a job when 
provided with a reasonable accommodation. This can be accomplished by ensuring 
that AI technologies focus exclusively on evaluating the essential functions of the 
job. In particular, ADM tools should only measure necessary abilities or qualifications 
that are truly necessary for the job. In addition, ADM tools should only measure 
the relevant abilities/qualifications directly, rather than by way of characteristics or 
scores that are merely correlated with those abilities/qualifications. 

Finally, with respect to impermissible disability-related inquiries, before 
purchasing ADM tools employers should confirm with their vendors that the 
tools do not ask job applicants or employees questions that are likely to elicit 
information about a disability or seek information about an individual’s physical or 
mental impairments or health (unless such inquiries are related to a reasonable 
accommodation request). 
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Analysis & Takeaways
The EEOC’s focus on policing AI dates back to 2016, when the Commission held 
a public hearing on the equal opportunity implications of big data in the workplace. 
The agency’s AI Initiative builds on this work by examining more closely “how 
technology is fundamentally changing the way employment decisions are made,” 
with the goal of ensuring that employers and vendors use these technologies fairly 
and consistently with federal equal employment opportunity laws.

The recently-issued ADA guidance is the first piece of technical assistance 
offered by the agency on the use of AI in employment decisions, and the next 
logical step in the EEOC’s commitment to policing AI and ADM tools to ensure 
employers steer clear of discrimination when using this advanced technology 
in making hiring and other employment decisions. Of note, the guidance 
was issued just a few days after the EEOC filed a federal age discrimination 
complaint alleging that a software developer’s application software engaged in 
intentional discrimination in violation of the Age Discrimination in Employment 
Act (“ADEA”) through programming that solicited birthdates and automatically 
rejected applicants based on their age. 

Taken together, employers should anticipate the EEOC to maintain its focus 
on enforcement efforts in this space for the foreseeable future, especially as 
reliance on ADM tools continues to increase. In the interim, companies that 
utilize AI in making hiring and employment decisions—or intend to do so in 
the future—should take proactive measures by modifying or enhancing their 
compliance programs to ensure they adequately address the issues outlined in 
the EEOC’s ADA guidance. 
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under the GDPR, individuals now have a right to de-indexing where they 
are able to ask organizations to stop distributing their personal information 
or to remove hyperlinks providing access to information by technological 
means attached to an individual’s name. Individuals also have the right to 
rectify any information that is incorrect, incomplete, or equivocal. Requests 
for access or rectification must be responded to in writing no later than 30 
days.

• Automated Decision Making. When firms rely on automated decision-
making, individuals have a right to access their personal information in 
a structured, commonly used technological format or to require it to be 
released to a third party.

• Public Disclosures and Notices. Organizations must now publish 
governance rules on their website regarding personal information. Policies 
and practices must provide the framework for how the organization 
keeps and destroys information, define the roles and responsibilities of 
the members of its personnel throughout the life cycle of the information, 
and provide website visitors with a process for dealing with complaints 
regarding protection of information. Further, those that collect personal 
information using technological means must also publish and disseminate 
a confidentiality policy.

• Privacy Impact Assessments (PIAs). Firms must conduct an assessment 
of privacy-related factors for “any information system or electronic service 
delivery project involving the collection, use, communication, keeping 
or destruction of personal information.” This applies to third-party 
subcontractors who collect, use, or keep information on their behalf.

• Consent and Disclosures. To be effective, consent must be clear, free, 
and informed and for a specified purpose. Before personal information is 
collected, used, or released, organizations must request consent separately 
from any other information provided to the individual. At the time of collection, 
organizations must provide information about the purpose for collection, the 
categories of persons who have access to the information, the means used 
for collection, the duration of time that the information will be kept, and the 
individuals’ rights related to the information. Assistance must be given to 
help individuals understand the scope of the requested consent.

• Enforcement. The CAI now has the power to issue administrative monetary 
penalties. For individuals, the penalty may be no more than CAD $50,000. 

Canada... Continued from page 3
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In all other cases, the maximum amount is CAD $10 million or, if greater, 2% 
of global revenue for the preceding fiscal year. For penal offenses, the CAI 
may issue a maximum fine of CAD $100,000 for individuals and CAD $25 
million or 4% of global revenue for organizations.

• Senior Management Responsibility. Management is responsible for 
ensuring implementation and compliance but may delegate all or part of that 
responsibility in writing to other personnel. The title and contact information 
of the person in charge of the protection of personal information must be 
available on the organization’s website.

• Anonymization. Information is anonymized when it irreversibly no longer 
allows the identification of a person.

• Cross-border flows of data. Provides for restrictive and onerous 
provisions for the flow of data outside of Quebec and the transfer to third-
party processors. PIAs must be conducted prior to the release of personal 
information outside of Quebec.

• Subcontractors. The provisions apply to an organization’s third-party 
contractors. 

• Privacy by default. Organizations must configure individuals’ privacy 
settings for products or services to offer the highest level of confidentiality 
and privacy.

Effective on September 22, 2024:

Portability. Organizations will be required to provide individuals 
with personal information collected about them in a structured and 
commonly used technological format.

Quebec Bill 64 provides insightful foreshadowing to the reformation of data privacy 
legislation across the globe as jurisdictions reconsider previously enacted data 
privacy laws to ensure that protections and obligations are in line with current 
processing and the associated risks. Following the example and frameworks 
established by the GDPR, Quebec’s new law reforms its privacy framework to meet 
the growing demands of the field of data privacy and protection. 
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seeking to evaluate the potential need for new rules to protect people’s privacy and 
information—to stay ahead of relevant AI-related issues and developments. 

FTC Recommendations Regarding the Use of AI 
Importantly, the Report also discusses a series of “related considerations” that the 
FTC has cautioned will require the exercise of great care and focused attention 
when operating AI tools. Those considerations entail (among others) the following: 

• Human Intervention: Human intervention is still needed, and perhaps 
always will be, in connection with monitoring the use and decisions of AI 
tools intended to address harmful conduct. 

• Transparency: AI use must be meaningfully transparent, which includes 
the need for these tools to be explainable and contestable, especially when 
people’s rights are involved or when personal data is being collected or 
used. 

• Accountability: Intertwined with transparency, platforms and other 
organizations that rely on AI tools to clean up harmful content that their 
services have amplified must be accountable for both their data and 
practices and their results. 

• Data Scientist and Employer Responsibility for Inputs and Outputs: 
Data scientists and their employers who build AI tools—as well as the 
firms procuring and deploying them—must be responsible for both inputs 
and outputs. Appropriate documentation of datasets, models, and work 
undertaken to create these tools is important in this regard. Concern should 
also be given to the potential impact and actual outcomes, even though 
those designing the tools will not always know how they will ultimately be 
used. And privacy and security should always remain a priority focus, such 
as in their treatment of training data. 

Of note, the Report identifies transparency and accountability as the most valuable 
direction in this area—at least as an initial step. The Report also highlights a 2020 
public statement on this issue by Commissioners Rebecca Kelly Slaughter and 
Christine Wilson, who remarked that “[i]t is alarming that we still know so little about 
companies that know so much about us” and that “[t]oo much about the industry 
remains opaque.” 

Taken together, companies should expect the FTC to pay particularly close 
attention to these issues as they begin to take a more active approach in policing 
the use of AI.

FTC Signals... Continued from page 4
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FTC: Our Work on AI “Will Likely Deepen” 
In addition to signaling what the agency’s areas of focus may be in the future, the 
FTC also veered outside of its purview to highlight its recent AI-specific enforcement 
cases and initiatives, describe the enhancement of its AI-focused staffing, and 
provide commentary on its intentions as to AI moving forward. In one notable sound 
bite, the FTC notes in the Report that its “work has addressed AI repeatedly, and this 
work will likely deepen as AI’s presence continues to rise in commerce.” Moreover, 
the FTC specifically calls out its recent staffing enhancements as it relates to AI, 
highlighting the hiring of technologists and additional staff with expertise focused 
specifically in this emerging area of advanced technology. 

The Report also highlights the FTC’s major AI-related initiatives to date, including: 

• two recent FTC cases against Everalbum and Facebook, both of which 
dealt with facial recognition technology; 

• the extensive writing that Commissioner Rebecca Kelly Slaughter and FTC 
staff members in 2020 and 2021 have engaged in on the issue of AI harms; 

• the FTC’s 2016 report, Big Data: A Tool for Inclusion or Exclusion?, which 
discusses algorithmic bias in depth; and

• the range of public events the FTC has held focusing on AI issues, 
including workshops on dark patterns and voice cloning, sessions on AI and 
algorithmic bias at PrivacyCon in 2020 and 2021, a hearing on competition 
and consumer issues with algorithms and AI, a FinTech Forum on AI 
and blockchain, and an early forum on facial recognition technology that 
produced the FTC report, Facing Facts: Best Practices for Common Uses 
of Facial Recognition Technologies.

Conclusion
The recent Report to Congress strongly indicates the FTC’s overall apprehension 
and distrust as it relates to the use of AI, which should serve as a warning to the 
private sector regarding the potential for greater federal regulation over the utilization 
of AI tools. That regulation may come sooner than later, especially in light of the 
FTC’s recent ANPR, which indicates that AI and algorithmic decision-making will 
be a primary focus of the agency’s rulemaking efforts and, in the interim, a priority 
area for its investigative and enforcement efforts as well—especially as it relates to 
concerns regarding inaccuracy, bias, and discrimination. 
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Taken together, companies should consult with experienced AI counsel to obtain 
advice on proactive measures that can be implemented at this time to get ahead of 
the compliance curve and put themselves in the best position to mitigate legal risks 
moving forward—as it is only a matter of time before regulation governing the use of 
AI is enacted, likely sooner rather than later. 
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Cyber Insurance Basics
Against this backdrop, so-called “cyber” insurance can play a vital role in an 
organization’s overall strategy to address, mitigate, and maximize protection 
against the legal and other exposures flowing from data breaches and other serious 
cybersecurity, privacy, and data protection-related incidents. 

Cyber insurance typically includes the following third-party coverages:

• Privacy liability—Generally covers third-party liability, including defense 
and judgments or settlements, arising from data breaches, such as the 
Target breach, and other failures to protect protected and confidential 
information

• Security liability—Generally covers third-party liability, including defense 
and judgments or settlements, arising from security threats to networks, 
e.g., inability to access the insured’s network because of a DDoS attack or 
transmission of malicious code to a third-party network

• Regulatory liability—Generally covers amounts payable in connection 
with administrative or regulatory investigations and proceedings, including 
regulatory fines and penalties

• PCI DSS-related liability—Generally covers amounts payable in 
connection with payment card industry demands for assessments, including 
contractual fines and penalties, for alleged non-compliance with PCI Data 
Security Standards

• Media liability—Generally covers third-party liability arising from 
infringement of copyright or other intellectual property rights and torts such 
as libel, slander, and defamation, which arise from media-related activities, 
e.g., broadcasting and advertising

Cyber insurance also typically covers the following types of first-party losses: 

• Crisis management—Generally covers “crisis management” expenses 
that usually follow in the wake of a breach incident, e.g., breach notification 
costs, credit monitoring, call center services, forensic investigations, and 
public relations efforts

• Network interruption—Generally covers the organization’s income loss 
associated with the interruption of its business caused by the failure of 
computer systems or networks

Cutting-Edge... Continued from page 5
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• Contingent network interruption—Generally covers the organization’s 
income loss associated with the interruption of its business caused by the 
failure of a third party’s computer systems or networks

• Digital assets—Generally cover the organization’s costs associated 
with replacing, recreating, restoring, and repairing damaged or destroyed 
computer programs, software, and electronic data

• Cyber extortion—Generally covers losses associated with cyber extortion, 
e.g., payment of an extortionist’s demand to prevent a cybersecurity or data 
privacy-related incident

Tips for Purchasing Cyber Insurance 
Cyber insurance coverage can be extremely valuable but choosing the right 
insurance product presents significant challenges. A diverse and growing array of 
products is available in the marketplace, each with its own insurer-drafted terms 
and conditions that vary dramatically from insurer to insurer—and even between 
policies underwritten by the same insurer. In addition, the specific needs of different 
industry sectors and different organizations within those sectors are far-reaching 
and diverse.

Although placing coverage in this dynamic space presents a challenge, it comes 
with substantial opportunity. Cyber insurance policies are often highly negotiable. 
The terms of the insurers’ off-the-shelf policy forms may be significantly enhanced 
and customized to respond to the insured’s particular circumstances. Frequently, 
very significant enhancements can be achieved for no increase in premium. 

Organizations purchasing cyber insurance are well-advised to take the following 
steps:

1. Adopt a Team Approach. 

Successful placement typically requires the involvement and input of 
risk management, in-house legal, IT, privacy, and compliance officials, a 
knowledgeable insurance broker, and experienced insurance coverage 
counsel.

2. Ask the Right Questions.

It is important to carefully evaluate the coverage. For example, does the 
insurance policy cover: 

• the acts, errors, and omissions of third parties, e.g., vendors, for which 
the organization may be liable?
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• New and expanding privacy laws and regulations?

• The COVID-19 remote working environment?

• Confidential corporate data, e.g., third-party trade secrets? 

• Wrongful or unauthorized collection of data?

• Rogue employees?

• Unencrypted devices? 

• Business income loss, including unplanned outages?

• Contingent business income loss resulting from the failure of a third-
party network?

• Data restoration costs?

• Ransomware attacks?

3. Beware the Fine Print.

Like any other insurance policy, cybersecurity insurance policies contain 
exclusions that may significantly curtail and undermine the purpose of the 
coverage. Carefully consider all insurance terms and conditions. 

Conclusion
Cyber insurance coverage can be extremely valuable. Before a claim arises, 
organizations are encouraged to negotiate and place the best practicable coverage 
proactively. A well-negotiated insurance program, together with solid business 
continuity planning and comprehensive, proactive cybersecurity policies and 
procedures, will position an organization to be resilient in the face of severe and 
escalating cyber and privacy-related incidents. 
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pandemic, more people began to work from home and the world became more 
virtual as more individuals than ever accessed the internet to complete their 
financial services transactions.  Not surprisingly, financial services companies 
faced increased cyber attacks.8

One of the motivations for attacks on financial services companies is the collection 
of the sensitive information discussed above. Another reason for the vulnerability 
is the outdated systems that are used by financial service entities.9 Finally, hackers 
attack the financial services industry because these organizations possess not only 
sensitive information that is hard to change for the victims, making it more valuable, 
but massive amounts of financial assets that can be stolen.10  

B. Survey of Unique Issues to Financial Services
1.  Overview of Unique Issues

Financial services companies have long been subject to enhanced privacy and 
cybersecurity obligations.  All financial services organizations are subject to an 
extensive regulatory framework and that oversight by regulatory bodies has long 
extended to privacy and data security.  In November 1999, the Gramm-Leach Bliley 
Act (“GLB”), 11 also known as the Financial Services Modernization Act of 1999, 
became law.  While the primary focus of GLB was to repeal part of the Glass-
Steagall Act of 1933,12 Title V of GLB addressed privacy.13  Privacy was reportedly 
added to GLB due to a “confluence of international and domestic events.”14 

If an entity falls within any of the GLB categories, then the financial institution 
must adhere to GLB’s several requirements in order to demonstrate compliance 
with the mandates of GLB:  1) the privacy rule; 2) the safeguards rule; and, 3) the 
pretexting rule.15 

The GLB privacy rule requires a financial institution to “provide a clear and 
conspicuous disclosure to such consumer, in writing or in electronic form or other 
form permitted by the regulations”16 when establishing a relationship with a customer 
and annually thereafter.  

The safeguards rule says a financial institution “has an affirmative and continuing 
obligation to respect the privacy of its customers and to protect the security and 
confidentiality of those customers’ nonpublic personal information”17 and requires 
the responsible agency over the financial institution to “establish appropriate 
standards,”18 permitting such agency to enforce the regulation for such security 
measures.19 For those financial institutions that are subject to the jurisdiction of the 
Federal Trade Commission (“FTC”), for example, the safeguards rule can be found 

Cyber... Continued from page 6
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at 16 CFR 314.20 Finally, the pretext rule prohibits financial institutions from obtaining 
customer information by false pretense by “false, fictitious, or fraudulent statement 
or representation.”21

Financial services are highly regulated. In addition to GLB, which imposes the three 
rules outlined above on entities subject to GLB’s broad application, on March 1, 
2017, the NYDFS Cyber Reg became effective.22 The NYDFS Cyber Reg:

requires all DFS regulated entities, subject to certain exemptions, to 
adopt the core requirements of a cybersecurity program, including 
a cybersecurity policy, effective access privileges, cybersecurity 
risk assessments, and training and monitoring for all authorized 
users, among other requirements. The regulation also requires the 
establishment of governance processes to ensure senior attention to 
these important protections.23

For insurance companies subject to state insurance laws, in the 4th quarter of 
2017, after much discussion and in large part based on the NYDFS Cyber Reg, 
the National Association of Insurance Commissioners (“NAIC”) Executive/Plenary 
adopted the Insurance  Data Security Model Law (“NAIC Cyber Law”).24 To date, 
the NAIC Cyber Law  has been adopted in the following 21 states as of June 21, 
2022: AL, AK, CT, DE, HI, IA, KY, LA, ME, MD, MI, MN, MS, NH, ND, OH, SC, TN, 
VT, VA, and WI.

2.  Discussion of Unique Elements to Consider When Evaluating  
     Endorsements and Standalone Policies

While the standalone cyber market has grown substantially in recent years,25 the 
market for cyber insurance as part of a broader policy and addressed via endorsement 
continues to be a large part of the overall market.26 The same remains true in the 
financial services industry.  With risks facing financial services organizations such 
as ransomware27 and “phishing28 attacks aiming to steal login credentials and 
DDoS29 attacks trying to sabotage online payments,”30 some of the biggest issues 
facing financial services organizations is penetration and control of their systems by 
hackers, including ransomware demands, and vulnerabilities created by substantial 
reliance on third parties as part of their services and offerings.  Each regulator has 
issued guidance and examination principles for third party vendor due diligence. For 
example, the NYDFS included in the NYDFS Cyber Reg a section on third party 
service providers that says:31

Each covered entity shall implement written policies and procedures 
designed to ensure the security of information systems and nonpublic 
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information that are accessible to, or held by, third party service 
providers. Such policies and procedures shall be based on the risk 
assessment of the covered entity and shall address to the extent 
applicable:

(1) the identification and risk assessment of third party service 
providers;

(2) minimum cybersecurity practices required to be met by such 
third party service providers in order for them to do business with 
the covered entity;

(3) due diligence processes used to evaluate the adequacy of 
cybersecurity practices of such third party service providers; and

(4) periodic assessment of such third party service providers 
based on the risk they present and the continued adequacy of their 
cybersecurity practices.32

One additional vulnerability for financial institutions that is not unique to financial 
institutions, but that many cyber insurance policies respond to, is fraudulent phishing 
emails.  For example, in 2020, the National Futures Association (“NFA”) issued 
a bulletin to the U.S. derivative industry warning the members of  an increase in 
“fraudulent phishing emails which purport to be from the institution or the institution’s 
employees.”33  In an ironic twist, a year later, the NFA sent a warning that many 
complaints had been received about emails purporting to be from the NFA.34

C. Future Issues and Concerns that Will Confront the Financial 
Services Industry

One of the biggest issues confronting the financial services industry for cyber risks 
and insurance is the extent to which certain fines and penalties might be insurable. 
Recent laws enacted that impact the financial services industry, such as the NYDFS 
Cyber Reg,35 impose such fines.  Often, cyber insurance policies contain exclusions 
for regulatory fines and penalties. For example, in New York, fines and penalties are 
generally not insurable as a matter of public policy.36 The reasoning is that “no one 
shall be permitted to profit by…or to take advantage of his own wrong” and “the sting 
of…penalties is not to be soothed by permitting its payment out of an insurance pool 
rather than directly by the wrongdoer.”37 

Financial services organizations also must consider their substantial exposure 
to hackers as a result of their services becoming increasingly digital.   There are 
opportunities not only to find rich resources in direct financial assets, but also the 
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value of the voluminous amount of data the industry maintains:  “The banking, 
financial services, and insurance (BFSI) sector is an obvious target for attackers. 
However, malicious actors can walk away with more than just money. The sheer 
volume of data held by companies in the BFSI arena makes the sector all-the-more 
exciting for attackers.”38  Cybercrime exposures will continue to be one of the larger 
exposures facing the financial services industry, given these factors.

D. Conclusion
The issues in cyber insurance for the financial services sector will continue to grow 
and emerge. Financial services companies “are being disproportionately targeted by 
threat actors because of their rich financial and data assets, and a percentage are 
successful due to their specific cybersecurity challenges, yielding an overall higher 
number of attacks.”39 Given the substantial assets that the financial services industry 
manages and maintains, and the large exposures they face from resourceful hackers 
attempting to penetrate and control what are, in many cases, legacy systems, Willie 
Sutton’s statement will continue to hold true for many decades, given the volume of 
assets the industry holds and the vulnerabilities to such attacks.  The financial services 
industry companies must take steps to review their cyber insurance coverages and 
make sure they have adequate protections to address the ever present vulnerabilities 
and exposures they face. For more details, please see original chapter.  
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